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Bamboo Server and Data Center

Bitbucket Server and Data Center

Confluence Server and Data Center

Crucible

Fisheye

Jira Service Management Server and Data Center (and Insight Asset Management app)
Jira Software Server and Data Center (including Jira Core)

Jira and Confluence Server mobile apps

Bamboo Server and Data Center
* 8.0. 4LARTFTBARA

Bitbucket Server and Data Center

6.10. 14LLRTFR B R A
7.0.0 B 7.5. 2k A
7.6.x LTS RUABIRRZA
7.7.0 B7.16. 1jRA
7.17.x LTS R EARTHRAS

Confluence Server and Data Center

4. 13 RTFR B A

5.0 E7.12.5 FRAMA
13.x LTSRLLET ERERA
1

7.
7.
7. X

7.14.0 hRA

Crucible
* 4.8 8LIRTAT AR
Fisheye
* 4.8 8LARTATARRA
Jira Service Management Server and Data Center
* 4.13. 13LARTFRAMAE
® 4.14.0 B 4.19. 1hFA
* 4.20. x LTSRLARTATAMRA
Insight Asset Management (Marketplace app for Jira Service Management)
* 8.9. 4ZRIFRBRA

Jira Software Server and Data Center (including Jira Core)

* 8.13. 13ZHIFIGIA
* 8.14.0 F8.19.1 FiGHA

override



A1) % Bamboo Server and Data Center
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Bitbucket Server and Data Center
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Confluence Server and Data Center

1

e o o
NN~
NN
- N W

13,
4.
Crucible

® 488
Fisheye

* 4838
Jira Service Management Server and Data Center

* 4.13.13

® 4.20.1

Insight Asset Management (Marketplace app for Jira Service Management)
®© 8.9.4

Jira Software Server and Data Center (including Jira Core)
* 8.13.13
® 8.20.1

CVE ID CVE-2021-42574

A0

XL R BRI F R (FRAUn codeMABRFHR) REZEZMHNAEFFEARE R, XEFHFFHBEENSENTRRRDEERTER, BERT
FYARRBRER BN SRR BNE .

EESREMFZERRBHIARME, FIMERIER, KBHFRIRBRS, UREETREFH. TRERSETHPIE—LREREEFFFERT
2, ARBATEH R AERRCAD .
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<p>This sample code contains a(U%C&"L‘Q hidden
bidirectional character</p> Bidirectional characters change the order that
text is rendered. This could be used to obscure
malicious code.

AEHA

Product Action
Bamboo Server and Data Center FALE 8.0.4 HEFES
Bitbucket Server and Data Center HEE| 7.17.1 LTS HEES

Confluence Server and Data Center FHEKE| 7.13.2 LTS SFESTF 7.13. x MiAK
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Crucible FiRF4.8.8 HEES
Fisheye HHKFto 4.8.8 HEFES
Insight Asset Management app FALHF 8.9.4 or HEES
Jira Software Server and Data Center (including Jira Core) = F4&F] 8.20.1 LTS HEES

Jira Service Management Server and Data Center FHEE] 4.20.1 LTS EES
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