2022-03-31%FFAQ for CVE-2022-22965%2%}iAH

5 CVE-2022-22965 #£ JDK 9+ EIZ{THI Spring MVC I Spring WebF lux
FIRTEF st A 7 F B BRI EHTFZBHIT RCE) BIKE.

AEBHEAL | 2022-03-31

2 X

CVE ID https://tanzu. vmware. com/secur ity/cve—2022-22965

iR

B4 MSpring Framework HEYEFITIZRADIITIRIFCVE-2022-22965 . #R#ESpring ML ENE, WRFASEMAE K 9 RESMA LIEITH Spring
MVC 0 Spring WebFlux RIfATEFRF.

IEEEREX “CVE-2022-22965: 1B JOK 9+ ERIEIESEERT Spring Framework RCE” HUE MISIEAMRE . FEEMERMLIN, Atlassian RLHEIBAIE
NErE L TUmE
ZXBIREZEIEMm?

TZEM, Atlassian ZLFIFZZFEMEACHFANK S, HATETEZPRBEAITE. BAWAHHRELIMIT Atlassian RERE A HIRTMAHR
=, HTEAEEE, EASUME Soring MANRSIBER R R BMBETIEN, LB LMEFHRERE.
AR SR/ BEFLTREDZ RN ?

AZEN, Atlassian A= RAHZEEMNEMFERNEEG. HTEEER, UTER Sering ZEMAARRBIFRBRANBBIE D ORARSHFEIRIE
EBCRHHTESR:

® Bamboo Server and Data Center

¢ Bitbucket Server and Data Center
® Confluence Server and Data Center
* Crowd

® Crucible

* Fisheye

L)

L]

Jira Service Management Server and Data Center
Jira Software Server and Data Center

XLEFERARER Spring, WAFEITAT

® Sourcetree for Mac
® Sourcetree for Windows

Marketplace MAEEFEEARF S F| CVE-2022-22965 BIIE?
Atlassian HJiEZE
Atlassian BRTIEFEHZECVE-2022-2296565 R E 3T FHATHI R P E1EIK AR AIXUEE . ACSB28 (At lassian Connect Spring Boot) = Atlassian B X
B Connect Java #EZE, TIEMTE Spring Boot z &, ATAIE WT SMHIEIE. FRMENFAEEBFANERS. RINCEHIA ACSB FAME
Spring Boot IS FIEHREA, ACSB RRA2. 3. 3B .47 LU MR LRI .
BRI
MREGME—NEIEHE)IEFEH Atlassian Connect Spring Boot (ACSB) B{ Java/Spring Framework BTN FHIER, BRIZ:
* SEACSB2BARA N 2.3.3, BARIZIFES Spring Boot MEHIMBMSIMEME 2.6.6 MR

o NRBAERACSB28, {BIERY Atlassian Connect NFFEFIEAFER Java/Spring, IHEEFH /N ECVE-2022-2296565F1CVE-2022-229638 & FH 4 H N
AR/ BRERESZTHHHIRIBEEEFHIEHKRTIN .


https://tanzu.vmware.com/security/cve-2022-22965
https://tanzu.vmware.com/security/cve-2022-22965
https://spring.io/blog/2022/03/31/spring-framework-rce-early-announcement
https://confluence.atlassian.com/support/atlassian-data-center-and-server-bug-fix-policy-201294573.html
https://confluence.atlassian.com/support/atlassian-data-center-and-server-bug-fix-policy-201294573.html
https://tanzu.vmware.com/security/cve-2022-22965
https://bitbucket.org/atlassian/atlassian-connect-spring-boot/src/master/
https://bitbucket.org/atlassian/atlassian-connect-spring-boot/src/master/
https://bitbucket.org/atlassian/atlassian-connect-spring-boot/src/master/
https://tanzu.vmware.com/security/cve-2022-22965
https://tanzu.vmware.com/security/cve-2022-22963
https://confluence.atlassian.com/kb/faq-for-cve-2022-22963-cve-2022-22965-1115149136.html
https://community.developer.atlassian.com/t/attention-cve-2022-22965-spring-framework-rce-investigation/57172




	2022-03-31关于FAQ for CVE-2022-22965安全说明

